
ITS60 – Cybersecurity Operations Capstone Project – Week 1 Lab Project 
Title: End-to-End SOC Engagement Simulation 
Date:   
Student Name: Jesus Ortiz 
 

◆ Objective: 
Establish situational awareness by performing asset discovery and 
documenting the network layout, then configuring basic centralized log 
ingestion. These actions create visibility into the environment, which will be 
leveraged in future threat detection, vulnerability assessment, and incident 
response. 
 

◆ Terminology 
 Reconnaissance – Gathering system and network information. 
 Asset Inventory – List of all systems, services, and IPs in an 

environment. 
 Network Topology – Logical and/or physical layout of a network. 
 Log Ingestion – Collecting and importing logs into a central system. 
 MITRE ATTsCK – A framework for classifying adversary tactics and 

techniques. 
 

◆ Part 1: Network Discovery and Asset Mapping 
FInstructions: 

1. On Windows, open Command Prompt: 
o ipconfig – Show IP configuration. 

 



o arp -a – List known IP-to-MAC mappings. 

 
o nslookup google.com – DNS resolution test. 

 
 
 
 
 



o Use https://who.is for WHOIS info. 

 
2. On Kali Linux, open Terminal: 

o ifconfig – Show IP information. 

 
 
 
 
 
 
 



o nmap -sn 10.10.10.0/24 – Detect live hosts on your subnet. 

 
⬛~ Output from this section builds the inventory and map used in Part 2 and enables 
correlation with logs in Week 2. 
 ̇,’‘f ) Deliverables: 

 Screenshots of ARP and Nmap results. 
 Table of discovered devices (IP, hostname, OS if known). 

 



◆ Part 2: Log Collection Setup 
F  Instructions: 

1. Choose a centralized log collector: 
o AlienVault (Open Source): prebuilt VM 

 Username: student 
 Password: Pass@2024 

2. Configure log sources: 
o Windows Workstation: 

 Open Event Viewer → Export logs or configure forwarding. 
o Kali Linux: 

 Run journalctl -xe or set up rsyslog to forward to the 
collector. 

⬛~ This data will be used in Week 2 to detect malicious activity. 
3. Confirm logs are visible in the dashboard. 

,̇ ’‘f ) Deliverables: 
 Screenshot of dashboard with 10+ log events. 

 
 

 
 
 
 



 Short list of captured log types (e.g., login, service errors). 

 
 

T? Reflection Questions 
1. What tool revealed the most useful data? 

NMAP, and Alien Vault OSSIM 
 

2. How does knowing your assets help in detection? 
Asset discovery and documenting your network layout are foundational for 
threat detection, providing the necessary visibility and context for vulnerability 
management, incident response, risk mitigation, and compliance. 
 

3. Why is centralized logging critical for SOC? 
Centralized logging is critical for Security Operations Centers because it 
provides the foundational visibility needed to effectively detect, investigate, and 
respond to security threats. 
 
 
 
 

4. How might attackers exploit unmonitored systems? 
Attackers exploit unmonitored systems by gaining unauthorized access and 



operating undetected, often through exploiting vulnerabilities in outdated 
software, misconfigurations, or by targeting endpoints as easy entry points. 
This allows them to move laterally within the network without raising 
suspicion, potentially leading to data breaches and other malicious activity. 
 
 

 

Instructor Initials:   



ITS60 – Cybersecurity Operations 
Capstone Project – Week 2 Lab 
Project Title: Threat Intelligence C Malicious Activity Detection 
Date:   
Student Name:   
 

◆ Objective: 
Use threat intelligence feeds to analyze logs collected in Week 1, identify 
Indicators of Compromise (IOCs), and detect suspicious behaviors using MITRE 
ATTCCK mapping. 
 

◆ Terminology 
 Threat Intelligence – Contextual threat knowledge. 
 IOC – Indicators of Compromise (e.g., malicious IPs, hashes). 
 Abnormal Events – Suspicious log patterns. 
 Log Correlation – Finding connections among multiple logs. 
 MITRE Techniques – Known attacker behaviors and tactics. 

 

◆ Part 1: IOC Lookup and Threat Feed Analysis 
F  Instructions: 

1. Visit: 
o https://abuseipdb.com 

2. Look up 2 IPs from your Week 1 logs. 
192.168.56.1, 192.168.16.1 

3. Record: 
o Threat category 
o Region 
o Comments or scores 



 

Location : Belarus 

Comment : 2025-05-30T16:28:03.404399+0300 ET POLICY 

Reserved Internal IP Traffic Threat Categories: Port Scan 

 

Location : France 



Comments : Cowrie Honeypot hit at 2025-04-

24T12:42:41.733338Z Threat Categories: Brute-Force, 

SSH 

 
⬛~ These findings guide detection in Part 2 and response actions in Week 4. 
 ’)f‘, ̇  Deliverables: 

 IOC summary table (IP, threat type, comments) 
1-paragraph summary: how threat feeds assisted analysis 
 
Summary: 

Threat feeds play a crucial role in assisting analysis by providing real-time, curated 
information on emerging threats and vulnerabilities. These feeds aggregate data 
from multiple sources, such as security vendors, government agencies, and open-
source platforms, offering insights into known malicious IP addresses, domains, 
malware signatures, and tactics used by cyber adversaries. By integrating threat 
feeds into security systems, analysts can quickly identify indicators of compromise 
(IOCs), track attack patterns, and improve their incident detection and response 
capabilities. This proactive approach allows security teams to stay ahead of 
potential threats, prioritize risks, and enhance their overall defense posture. 

 

◆ Part 2: Detect Malicious Patterns in Logs 

 F Instructions: 
1. Open AlienVault dashboard. 
2. Search for suspicious activity in Alarms 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



o Multiple failed login attempts - Brute Force 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

o Alarm Dashboard showing SQL Injection Attempts and Brute Force 
attempts 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3. Map these findings to MITRE ATTCCK (e.g., T1110: Brute Force). 
~⬛ These patterns will be used for vulnerability prioritization and incident 
planning in Week 3 and 4. 
)f‘ ’̇,  Deliverables: 

 Summary of suspicious behaviors found 
 MITRE mapping for at least 2 tactics 

 
 
 
 
 



Summary: 
Suspicious behavior found came from a singular IP, 10.10.10.150. This host tried 
multiple attacks on May 22 2025 including SQL Injection, Cross Site Scripting 
and multiple Brute force attacks. Below are screen shots from Alienvault logs 
showing the attacks 
 
MITRE Mapping for Brute Force – Credential Access 

 
 
 
 
 
 
 
 
 
 
 
 
 



MITRE Mapping for SQL Injection – Execution 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Reflection Questions 
1. What threat intel platform was most useful? 

https://abuseipdb.com was very useful in identifying what Ips have been reported for suspicious 
activity and what that activity was, 
 

2. How did logs confirm or contradict the intel? 

The logs contradicted the intel because the Ip’s searched were not present on in the logs. And the 
Ip’s present on the logs were not present on the intel platforms as a reported suspicious IP. 

 
3. What would help make the analysis easier? 

 
Having a better understanding of how to navigate Alien vault to ensure were looking at the right 
data/logs that need to be analyzed 
 

4. Why is TTP mapping better than signature-based detection? 
 
TTP mapping is superior to signature-based detection because it focuses on behavioral analysis 
rather than static identifiers. Signature-based methods rely on known malware signatures, making 
them ineffective against zero-day attacks or adversaries using evasion techniques. TTP mapping 
analyzes an attacker’s tactics, techniques, and procedures, allowing security teams to detect threats 
based on actions rather than predefined patterns. This approach improves threat hunting, incident 
response, and long-term defense strategies by identifying adversary behaviors instead of specific 
malware signatures. 
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ITS60 – Cybersecurity Operations 
Capstone Project – Week 3 Lab 
Project Title: Vulnerability Analysis and Risk Prioritization 
Date:   
Student Name:   
 

◆ Objective: 
Conduct vulnerability scans and align discovered risks with observations from Week 2 
to prioritize remediation steps. 
 

◆ Terminology 
 Vulnerability Scan – Scan for system/software weaknesses. 
 CVSS – Common Vulnerability Scoring System. 
 Risk Matrix – Visual representation of impact and likelihood. 
 Remediation – Actions taken to fix or reduce vulnerabilities. 

 

◆ Part 1: Perform a Vulnerability Scan with OSSIM or OpenVAS 
F  Instructions: 

1. Deploy AlienVault OSSIM  
2. Run a scan on the same IPs discovered in Week 1. 
3. Export findings with CVEs and severity. 

⬛~ These findings will align with logs from Week 2 to determine whether 
vulnerabilities were exploited. 
)‘’, ̇ f Deliverables: 

 Screenshot of scan dashboard 
 Top 3 vulnerabilities (CVE, name, CVSS score) 

 

◆ Part 2: Risk Analysis and Mitigation Strategy 
F  Instructions: 

1. For each CVE, rate risk (High/Med/Low) using CVSS + exposure. 
2. Map to previous logs or IOCs (e.g., is this CVE being attacked?). 
3. Write one remediation suggestion per issue. 

⬛~ These prioritized risks prepare the response strategy for Week 4. 
 ̇, ’‘f)  Deliverables: 

 Risk matrix table 
 Remediation summary per CVE 

 
 
 
 
 



Alienvault Vulnertability scan did not work due to a server error. Capstone group 6 
tried multiple scans on separate days and they all say “Scanner: No targets found” 
even though the Agent is installed and running on the machine running the scan. 
 

 
 

T? Reflection Questions 
1. Which vulnerabilities were likely exploited? 

 
Unsure as the scans weren’t working 
 

2. How did logs from Week 2 help validate this? 
 
Unsure as the scans weren’t working 
 

3. What makes a vulnerability more urgent to fix? 
 
Exploit Availability, CVSS Score, Asset values, and attack surface all make up how 
likely a vulnerability is to be exploited. 
 
 

4. How does OSSIM support real-time monitoring? 



 
OSSIM (Open Source Security Information Management) supports real-time 
monitoring by combining several powerful tools and techniques into a unified SIEM 
platform 
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ITS60 – Cybersecurity Operations 
Capstone Project – Week 4 Lab 
Project Title: Incident Response and SOC Reporting 
Date:   
Student Name:   
 

◆ Objective: 
Use data from the past three weeks to simulate incident response and generate a 
professional SOC report. 
 

◆ Terminology 
 Incident Response – Managing and containing security breaches. 
 Containment – Preventing further damage. 
 Eradication – Removing threats. 
 Recovery – Restoring systems. 
 SOC Report – Documentation summarizing the incident. 

 

◆ Part 1: Build an Incident Response Plan 
F  Instructions: 

1. Choose one event from Week 2 or CVE from Week 3. 
2. Use IR phases: 

o Identification 
o Containment 
o Eradication 
o Recovery 

⬛~ Connect each step to earlier evidence and logs. 
 ,’‘f) ̇  Deliverables: 

 Completed Incident Response table or template 
 Reference to source logs/CVE/intel used 

 

◆ Part 2: Final SOC Report 
F  Instructions: 

1. Summarize: 
o Key findings across all weeks 
o Assets affected 



o Timeline of activity 
o Recommendations 

2. Attach evidence (screenshots, CVEs, log entries). 
)f , ’‘ ̇  Deliverables: 

 Final SOC report (PDF/Docx) 
 Evidence appendix 

 

T? Reflection Questions 
1. How did earlier work make the IR process easier? 

 
 

2. Which step was the most difficult? 
 
 

3. What’s one thing you’d do differently in the future? 
 
 

4. How does reporting build credibility in a SOC role? 
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**See week 4 below!** 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
Incident Response Plan: SSH Brute Force Attack (AlienVault OSSIM) 
Selected CVE: CVE-2016-6210 — Timing attack vulnerability in OpenSSH Source 
Intel: OSSIM Alarm Dashboard, asset logs 

IR Phase  Response Action 

 

Identification 

OSSIM alarms flagged 5 brute force attempts. Four listed method as “SSH” 
and one a “Linux/Unix.” All originated from a suspected mobile device tied to 
a DHCP IP 10.10.10.150 and same MAC address 92:BE:27:39:79:E3 over 
multiple days. 
AlienVault triggered based on failed login attempts consistent with brute force 
patterns 

 
Containment 

Use OSSIM and network access controls to isolate the affected IP and block 
further outbound traffic from the MAC address. Correlate DHCP logs to 
determine responsible user. Alerted internal IT/security staff for physical 
containment 

 
Eradication 

 

Remove device from the network. Performe malware scans and forensics 
to verify if attacker tools or scripts were installed. If rooted or irreparably 
compromised, reimage the device. Verify no persistent backdoors or 
unauthorized SSH keys are present on target systems. 

 
Recovery 

 

Reinforce SSH security by enforcing account lockout policies, MFA 
where possible, and update OpenSSH to mitigate CVE-2016-6210. Re-
add the IP to the DHCP pool after confirming secure configuration. 
Continue monitoring via OSSIM to ensure no further brute force attempts 
from same or new sources. 

 
Final SOC Report 
Over the 4 weeks completing the CySA+ Capstone, Group 6 was able to conduct 
multiple steps including End-to-End SOC Engagement Simulation, Threat Intelligence 
& Malicious Activity Detection, Vulnerability Analysis and Risk Prioritization, and 
now Incident Response and SOC Reporting. 
 
During week 1, the group conducted network discovery and asset mapping utilizing 
widows tools such as arp -a in order to identify IP’s and mac addresses of connected 
devices within the network. We also were able to intstall OSSEC HIDS Agent on 
multiple hosts in order to conduct log aggregation and vulnerability scans via 
Alienvault OSSIM, 
 
During week 2, after mapping the network and installing the agent, we serached up 
IP’s within the network on Open Source Threat feeds to identify if any IP’s have been 
reported for any reason. 2 IP’s came back flagged. The first ip was reported for Port 
Scans in Belarus, the other was reported for Brute Force Attempts via SSH in France. 
The group then utilzed Alienvault OSSIM to search for any mailicious activity. The 



activity found was multiple attempts at conducting SQL Injections, cross site scripting 
and brute force attacks. These were then mapped via MITRE to Execution and 
Credential Access Tactics. 
 
During week 3, our group ran into a few issues when trying to complete Vulnerability 
Analysis and Risk Prioritization. The issue lies in Alienvault OSSIM not being able to 
connect to any devices with OSSEC HIDS agent installed, thus preventing us from 
conducting Vulnerability scans. We were, 
  
however, able to link the Brute Force attempts, to CVE-2016-6210 — Timing attack 
vulnerability in OpenSSH. 
 
This CVE describes a vulnerability in OpenSSH (prior to version 7.3) where the 
server responds faster to invalid usernames than to valid ones when large passwords 
are submitted. This creates a timing side- channel that allows attackers to enumerate 
valid users — a critical first step in launching targeted brute force attacks. OSSIM 
flagged multiple brute force attempts using the “SSH” and “Linux/Unix” method tags. 
These likely indicate repeated login attempts over SSH targeting Unix-based systems. 
If the attacker was using a tool that exploits CVE-2016-6210, they could have first 
enumerated valid usernames using timing differences, then launched credential 
guessing attacks against those accounts. The fact that the same MAC address was 
involved across multiple days suggests persistence. 
 
In the above Incident Response Plan you will find a table with the recommendations 
for, Identification, Containment, Eradication, and Recovery. 
 
Reflection Questions 
1.How did earlier work make the IR process easier? 

 Being able to map out the netowrk, look up IP’s on threat feeds and threat hunt 
on the OSSIM helped making the process more streamlined. 

2.Which step was the most difficult? 

 Week 3 conducting the vulnerability scans. Since there are issues with the 
Alienvault server configurations preventing it from connecting to the HIDS 
agents installed on end user devices, scans were not able to be completed, and 
prevented us from conducting risk priortization. 

3.What’s one thing you’d do differently in the future? 

 Work with someone who has more experience in order to learn more efficient 
ways to complete the tasks that we did. 

4.How does reporting build credibility in a SOC role? 

 Proper report helps build credibilty because it outlines all of the steps you took 
to complete the tasks at hand and the ammount of information provided in the 



detailed reporting adds credibility to your ability to do SOC analysis. 


